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Executive summary

This paper provides information about how to set up the Dell DR Series system as a backup target for
Veeam® Backup & Replication™ software.

For additional information, see the DR Series system documentation and other data management
application best practices whitepapers for your specific DR Series system at:

http://www.dell.com/support/home

Note: The DR Series system and Veeam screenshots used in this document may vary slightly, depending
on the DR Series system firmware version and Veeam version you are using.
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1 Installing and configuring the DR Series system

1. Rack and cable the DR Series system, and power it on.

In the Dell DR Series Systern Administrator Guide, refer to the sections, "“iDRAC Connection”,
"Logging in and Initializing the DR Series System”, and “Accessing IDRAC6/Idrac7 Using RACADM"
for information about using iDRAC connection and initializing the appliance.

2. Log on to iDRAC by using the default address 192.168.0.120, or the IP address that is assigned to
the iDRAC interface. Use the user name and password of “root/calvin” and then launch the virtual
console.

System Summary - o 2

f
H

cpgepee

3. When the virtual console is open, log on to the system as the user administrator with the
password StOr@ge! (The "0" in the password is the numeral zero).
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Set the user-defined networking preferences as needed.

Jould you like to use DHCP (yessno) 7

an IP address:
subnet mask:
gateway address:
(example: abc.com):
» primary DNS server IP address:

puld you like to define a secondary DNS server

secondary DNS server IP address:

'lease enter

5. View the summary of preferences and confirm that it is correct.

Set Static IP Address

IP Address 18.18.86.188

Hetwork Mask

Default Gateway 19.18.686.126

uffix idmde .local

DNS

Primary DNS S 18.18.86. 181

143.166.216 . 237

Secondary DNS
Host Name DR488B-5

Are the above settings correct (yes/no)d
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6. Log on to the DR Series System administrator console with the IP address you just provided for the
DR Series system, with the username administrator and password StOr@ge! (The "0” in the
password is the numeral zero.).

Enter User Defined IP Address

DR4000
DR4000-DKCVES1

Login
Pioase onter your password:

Usermama: administrator

Log in

7. Join the DR Series system into the Active Directory domain.

Note: if you do not want to add the DR Series System to Active Directory, see the DR Series System
Owner’s Manualfor guest logon instructions.

a. Under System Configuration in the left navigation area, click Active Directory.
b. Enter your Active Directory credentials.

D&AL DRrai00 I Help
Acilve Directon sin
B Global View
B - Dashboard

Alerts Settings

| The Active Directory settings have not been configured. Click on the "Join’ link to configure them,

CIFS Share
Storage | Active Directory Configuration
5 .

cnedule_:. . Note: By joining the Active Directory, you will lose the current URL and session connectivity to the
S SIETE ORI system. The browser will re-direct to a new URL and you will need to log back into the system again.
T = fizlds are required.
Domain Name (FQDN)*: || !

Username*
Password*: |
Crg Unit: |
y Host
Date and Time
Support

Cancel Join Domain

Copyright ® 2011 - 2015 Dell Inc. Al rights reserved.
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8. To create the container, in the left navigation area, click Containers and then click the Create link
at the top of the page.

ML DR4100 administrator (Log out) | Help
Containers | |

swsys-241.testad.ocarinale ¥

Global View

Dashboard

Storage Number of Containers: 3 Container Path: Jeontainers
~-Containers Containers Files Marker Type Access Protocol Enabled Replication Select

Replication backup 19 Auto NFS, CIFS Not Configurad

Encryption

Clients testi ] None CIFs Not Configured

Schedules tsmsmall 31 Auto VTLISCSI Not Configured

System Configuration
Support

Copyright @ 2011 - 2015 Dell Inc. All rights reserved.

9. Enter a Container Name, and click Next.

Container Wizard - Create New Container
. * = required fields
Container Name

mbers, hyphen, and

Container Name™:  [source

Virtual Tape Library (VTL) :

Cancel Next >

Setting Up the Dell" DR Series System on Veeam | April 2016



10. Select the access protocol (NAS (NFS, CIFS)).

Container Wizard - Create New Container

* = required fiekds
Select Access Protocols

Container Name and Type
source

Storage Access Protocol™ Dell Rapid Data Storage (RDS)

Symantec OpensStorage (OST)
ENAS (NFS, CIFS)

11. For CIFS, select the CIFS check box, set the marker type as None, and then click Next.
Edit Container: source

* = required fields

Configure NAS Access

Enable Access Protocols : NFS  (Use NFS to backup UMIX or LINUX clients) Container Name and Type
source

b G < Windows cli )

CIFS (Use CIFS to backup MS Windows clients) Access Protocols

NAS (NFS, CIFS)

Marker Type’: [®] None

Auto
Netwarker
Unix Dump
BridgeHead

Time Navigator
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For NFS, select the NFS check box and then click Next.

Container Wizard - Create New Container

Configure MAS Access

Enable Access Protocols: E\IFS {Use NFS to backup UNIX or LINUX clients)

Marker Type™

Il CIFS (Use CIFS to backup MS Windows clients)

'® None
' Auto
! Networker
- Unix Dump
' BridgeHead

' Time Navigator

* = required fields

Container Name and Type
target_nfs

Access Protocols
NAS (NFS, CIFS)

(=)

< Back Cancel Next >

12. For CIFS, set the preferred client access credentials, and then click Next

Container Wizard - Create New Container

Configure CIFS Client Access

Client Access : Eopen (allow all clients)

Client FQDN or IP | ||

allow access client(s) -

' Create Client Access List

Add |

Remove

* = required fields

Container Name and Type
source

Access Protocols
NAS (NFS, CIFS)
MNone

< Back Cancel

10
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For NFS, set the following preferred client access credentials and then click Next
Container Wizard - Create New Container
" = required fields

Configure NFS Access

NFS Options ™ ERead Write Access ¥ Insecure C?ntai?erfﬂame and Type
arget_nfs

Read Only Access
Access Protocols

Map rootto : | -select- v NAS (NFS, CIFS)
Naone
Client Access : n Open (allow all clients)
Create Client Access List

Client FQDM or [P Add

allow access client(s) Remove

< Back Cancel Next >

13. Check the configuration summary, and then click Create a New Container.
. Container Wizard - Create New Container

X * = required fields
Configuration Summary

Container Name and Type CIFS Access
Container Name: source Open (allow all clients).
Access Protocols

Access Protocol: NAS (NFS, CIFS)
Iarker Type: None

< Back Cancel Ereatﬁ a New Containerl
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14. Confirm that the container is successfully added.

= - Global View
B - Dashboard
Alerts
Events
Health
Usage
Container Statistics
Replication Statistics
Siorage

root (Log out) | Help

Containers Create |

| Message

« Successfully added container "source”.

« Successfully added CIFS connection for container "source".
« Container 'source’ has the following marker(s) None.

Number of Containers: & Cantainer Path: fcontainers

H Containers Files Marker Type Access Protocol Enabled Replication Select
i~Containers
Replication backup 3 Auta MNFS, CIFS Not Configured
Encryption NEU 28 None CIFS Not Configured
Clients nbu77-nfs1 36 Auto MNFS Not Configured
Schedules ! prvn-canfs 2 None NFS Not Configured
System Configuration rdcifs 8 Nong CIFs Not Configured
Support
ranfs 8 Nong NFS Not Configured
repMBU 1] None CIFs Not Configured
source 1] None CIFS Not Configured
Copyright @ 2011 - 2015 Dell Inc. All rights reserved

B Global View
B Dashboard
Alerts
Events
Health
Usage
Container Statistics

Replication Statistics
Storage

Containers
Replication
Encryption

root (Log out) | Help

Containers

Create |

| Message

« Successfully added container "target_nfs".
v « Successfully added NFS connection for container "target_nfs".
« Container 'target_nfs' has the following markeris) None.

Number of Containers: 2 Container Path: /containers

Containers Files Marker Type Access Protocol Enabled Replication Select
backup 0 Auto NF3, CIFS Not Configured
target_nfs 33743 None NFS Not Configurad
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2

Setting up Veeam

Notes:
To maximize the DR Series system and Veeam deduplication savings, Dell recommends to use the exact

settings in this quide for all the data being backed up.

The backup data will change format completely when backup settings are changed. Hence, to get
accurate savings numbers, all the data should be backed up with same settings.

1. Open the Veeam Backup & Replication console.
2. In the Backup Infrastructure section, right-click Backup Repositories, and select Add Backup

Repository.

VEEAM BACKUP AND REPLICATION

BACKUP REPOSITORY
B B X|€E
= == = E‘_m
Add Edit Remove Rescan  Upgrade
Repository Repasitory Repository | Repositary
Manage Repository Tools

BACKUP INFRASTRICTURE Q Type in an objsct nome to search for

5 Backup Provies MNAME L TYPE HOST PATH CAPACITY FREE  DESCRIPTION

= Backup Fasaud Default Backup Rep... Windows DMA-serverl te..  CABackup 59,7 GB 70768 Created by Veeam Backup
= =" Add Backup Repositary... -
5 Sealeoula saurce oIS WI0.250.241.23.. 78TE 60TE Created by DMA-SERVER\Administrator at 3/2/2...

£ WaN Accelerators
{79 Sewvice providers
4 (7 SueBackup
I} Appiication Groups
o Vitual Labs
4 () Managed servers
b fE VMware vSphere
R Microsoft Windows

13
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3. Enter a name for the DR Series system container repository, and click Next.

+ Name
a Type in a hame and description for thiz backup repositary.

Marme:

source

Tupe
Drezcription:
Created by RAMATEJAAA 24BN A dminiztrator at 9/24/2015 953 AM.

Share

Repositary

wPower MFS
Feview

Apply

| < Previous | | MNest > | | Finish | | Cancel

4. For a CIFS container, do the following:
a. Select Shared folder as the type of backup repository, and click Next.

+ Type
g Choosze type of backup repozsitory pou want to create.

M ame ) Microsoft Windows server (recommended)

Microzoft Windows server with internal or directly attached storage. D ata mover process minning
directly on the server allowes for improved backup efficiency, especially over slow links.

5
St Linux gerver [recommended])

Repasitony Lirux server with internal, directly attached, or mounted NFS storage. D ata mover process iunning
directly on the server allowes for more efficient backups, ezpecially over slow links.

wPower MFS
Shared folder

Rieview CIFS [SMB] share. When backing up over slow links, we recommend that you specify a gateway
server located in the same site with the shared folder.
Apply

(O Deduplicating storage appliance

Advanced integration with EMC D ata Domain, ExalGnid and HP Store0nce. For basic integration,
uze the Shared folder option above.

< Previous | | Mext > | | Firizh | | Cancel
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b. In the Shared folder field, enter the DR Series system container share UNC path (or TCP/IP
address to replace hostname), select the Gateway Server, and click Next.

4 Share
Tupe in UNC path ta share [mapped drives are not supported). specify thare access credentials and how backup jobs should
write: data to thiz share.

Mame Shared faolder:
[1410.250.241.229\source | [ Browse.. |

Type
[#] This share requires access credentisls:

E_d,z\ Credentials: |,@'Administrator [Administrator, last edited: 9415/ v| Add...

Manage accounts

Repositony
vPower NFS

Review
Gateway server

Appl - .
i ® Automatic selection

() The following server:

|This FEMVET

Lge this option to improve performance and reliability of backup to a HAS located in a
remate site,

< Previous | | Mext > | | Finizh | | Cancel

15
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5. For an NFS repository (for a Linux server), do the following:

Note: The Veeam Server is supported on a Windows platform only; therefore, to configure an NFS
container from a DR Series system as a backup repository, you must add the Linux server where the NFS
container would be mounted.

a. Select Linux Server (recommended) as the type of Backup Repository, and then click Next.

+ Type
Choose type of backup repository you want to create.

Name () Microsoft Windows server (recommended)

Microsoft Windows server with intemal or directly attached storage. Data mover process running
_ directly on the server allows for improved backup efficiency, especially over slow links.

S (® Linux server (recommended)
Repository Linux server with intemal, directly attached, or mounted NFS storage. Data mover process running
directly on the server allows for more efficient backups, especially over slow links.
vPower NFS
) ) Shared folder
Review CIFS (SMB) share. When backing up over slow links, we recommend that you specify a gateway
server located in the same site with the shared folder.

() Deduplicating storage appliance

Advanced integration with EMC Data Domain, ExaGrid and HP StoreOnce. For basic integration,
use the Shared folder option above.
|<Prmma|| Next > I Finish || Cancel |

b. Add the New Repository server (Linux), or select a server from the list if one has been added
already.

C:+ Server
f:.j Chooze server backing your repositony. You can select server from the list of managed servers added to the conzole.

=

Repository server
10.250.213.24 [Created by DMaA-SERYERT \Administrator at 3/22/2016 5:56 &M+ | | Add Mew... |

Path - Capacity Free Populate

Reposzitory
Mount Server
Review

Apply

< Previous | | Meut > | | Finizh | | Cancel
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c. Mount the DR Series system NFS container on this Linux server, and enter the container mount

path as the Backup Repository.

4+ Repository
a Type in path to the folder where backup files should be stored, and set repository load control options.

M ame Location
T Path to folder:
b |a’mnta"nfs| || Browse... |

[ Limit combined data rate ta:

Server g Capacity:

HREET IS Load contral

Frevi Running too many concurrent jobs against the zame repozitory reduces overall performance, and
s may cause storage /0 operations to imeout. Control repository saturation with the following

Apply [W] Limnit masirnurn concurment tasks to;

Click Advanced to customize repository settings

| < Previous || Mext > || Finish || Cancel |

6. To customize the repository settings, click Advanced.

+ Repository
g Type in path ta the folder whers backup files should be stared, and 2t repositary load contral options.

MName Location
Path to falder:
[\410.250.241,22%\souiee |

Type

Free zpace:

vPower NFS Load contral

Review may cause storage /0 operations to imeout. Control repositorny saturation with the: following

Apply [w] Lirit maximurn concurment tasks to:

[ Limit combined data rate bo:

Running too mary concurent jobs against the same repositary reduces overall performance, and

Click Advanced to customize repogitory settings

< Previous | | Mext > | | Firish | | Cancel
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Note: Refer to the latest Dell DR Series System Interoperability Guide for the maximum concurrent jobs
supported for CIFS/NFS based on the DR Series system model. The maximum concurrent jobs setting
also depends on the number of CPU cores in the Veeam server. To run more tasks in parallel, you can
add more Backup proxy servers to the Veeam server as needed.

7. Select the option, Decompress backup data blocks before storing.

Note: Clearing the selection, Decompress backup data blocks before storing, might increase your
overall deduplication storage capacity usage. It is not recommended to switch these settings after the
data has been written to the DR Series system.

Edit Backup Repository 5
; Repository
= Tweinpath Storage Compatibility Settings -
[ i

["] Align backup file data blocks

Mame Allows to achieve better deduplication ratio on deduplicating storage
devices leveraging constant block size deduplication. Increazes the
Type backup size when backing up to raw disk storage.

Decompress backup data blocks before storing

Share ] ’ )
Wi data is comp_ressed by ba_ckup proxy according ta the backup job

compression setiings to minimize LAM traffic. Uncompressing the data
befare staring allaws for achieving better deduplication ratio on mast
deduplicating storage appliances at the cogt of backup performance.

Repositary

Mount Server
i overall performance,

. the followi Hirgs:
Rewvigw e following setings

Apply

Uze per'VM backup files

Pervi backup files may improve performance with storage devices
benefiting from multiple 170 streams. This is the recommended zetting
when backing up to deduplicating storage appliances.

| oK || Cancel |
| < Previouz || Mext > || Finish || Cancel |

WARNING: Dell recommends that you do not change the setting for the option, Align backup file data
blocks, after backups are taken as this could impact the deduplication savings for further backups.
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8. To create separate backup files for VMs in the job, select the option, Use Per-VM Backup Files
Chains. This setting makes any backup job that is writing to a repository store each VM's restore
point in a dedicated backup file.

If you decide to create separate backup files for VMs in the job, make sure that you also enable
parallel data processing.

Edit Backup Repository 25
Repository
- Tepeinpath Storage Compatibility Settings -
il
[] Align backup file data blocks
Mame Allaws to achieve better deduplication ratio on deduplicating storage
devices leveraging constant block zize deduplication. Increases the
Type backup size when backing up to raw disk storage.
h Decompress backup data blocks before storing
are
WM data iz compressed by backup proxy according to the backup job Populate
= ih compression settings ta minimize LAM traffic. Uncompressing the data
GEEEIEE) before storing allows for achieving better deduplication ratio on mogt
deduplicating storage appliances at the cost of backup performance.
Mount Server
e overall performance,

. the followi things:
Fevien e following settings:
Apply

Use per-¥M backup files
Per-vi backup files may improve performance with storage devices
benefiting fram multiple [/0 streams. This is the recommended setting
when backing up to deduplicating storage appliances.
I =
| < Previous | | Mest > | | Finish | | Cancel |

Note: This setting enables multiple write streams within a single job with parallel processing enabled.
Enabling multiple streams dramatically improves overall job backup performance. Dell recommends that
you use the per-VM backup files option for better backup throughput.

9. Click Next.
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10. For Instant Recovery to work, select the option, Enable vPower NFS Server.
For CIFS, enable the option as below -
Edit Backup Repository -

o + vPower NFS

£
5 Specify vPower MFS settings. vPower MFS enables running virtual machines directly from backup files, allowing for advanced
functionality such as Instant Vi Recovery, SureBackup, on-demand sandbox, U-4IFR and multi-05 file level restore.

Mame vPower NFS

Tome Enable vFower NFS server [recommended]

Share |This SEMVET v|
i Specify wPower MFS root folder. ‘wiite cache will be stored in this folder. Make sure the

Repositary selected volume has at least 10GE of free disk space available.

vPower NFS Folder. |~ lvesam? | | Erowse... |

Rieview

Apply

Click Manage to change vPower NFS management port
Click Portz to change vPower NFS zervice ports

< Previous | | Mext » | | Finist | | Cancel |

For NFS, enable the option as below -

New Backup Repositony -

Mount Server

Specify a server to mount backups to for file-level restores, wPower NFS zervice allows for running wirtual machines directly from
backup files. enabling advanced functionality such az Instant YM Recovery, SureBackup and On-Demand Sandbox.

M ame Mount server:

| DiA-server] testad ocarinalocal ([Backup server) W
Type
Server Enable vPower NFS service on the mount server recommended)

. Specify vPower MFS write cache lacation on the mount server. Make sure the selected volume
Repository has enough free disk space available to store changed disk blocks of instantly recovered Wiz,
Mount 5 erver Folder: | - lveeamdata | | Browse...
Review
Apply

Click Parts to change MFS server and backup mount listener ports
< Previous | | Mext >
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11. On the review page, verify the settings, and click Next to apply changes.
For a CIFS Container Repository, the Review page will appear similar to the following example.
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=+ Review
a Pleaze review the settings. and click Mext to continue.

Marne B ackup repositony properties:
Fepository type: CIFS

Tupe
Mount hiost: This server

Share Account: Administrator

Repositany B ackup folder; WW10.250.241.229s0urce
‘wrike throughput: Hot limited

vPower NFS
b ax parallel tasks: 4

The following components will be processed on server Thig server
Installer already exists

wPower NFS already exists

[ Impart existing backups automatically

[ Impart guest file system index

| < Previous || Mext = || Firizh || Cancel |

For an NFS Container Repository, the Review page will appear similar to the following example.

< Review
t:tj Please review the settings, and click Mext to continue.
—
Mame B ackup repozitary properties:
Reposzitony tppe: Linux
Type
Mount hozt: DMA-zerverl testad ocarina.local
Server Account: root
Repositary Backup folder: Jmnt/veeam
‘write throughput: Mot limited
Mount Server
Max parallel tagks: 4
_ The following components will be processed on zerver DMa-server] testad.ocarina. local:
Apply Tranzport already exizts
vPawer MFS already exists
bount Server already exizts
[ Impart existing backups automatically
[ Import guest file system index
< Previous | | Mext > | | Finish | | Cancel
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12. Click Finish.

4 Apply
g Please wait while backup repository is created and saved in configuration. This may take a few minutes...

M ame Log:
Meszage Diuration
Type & Registering client RAMATEJA 1 2E for package vPower MFS

0 Discovering installed packages

Share ] .
OAII required packages have been succeszfully installed
Fiepasitary 9 Detecting server configuration
0 Reconfigunng vPower HFS zervice
wPower HFS 0 Creating configuration databasze records for installed packages
0 Creating database records far repositony
Review

0 Backup repositony hasz been added successfully

< Previous | | Mest > | | Finizh | | Cancel

13. On the Backup & Replication menu, go to Jobs > Backup, and right-click Backup to create a new
backup job.

* AND REPLICATION

HOME

Y, H aEmG AL ©
[ I = I | = = :
Backup Replication = Backup VM  File | Restore Import Failover
Job Job Copy Copy Copy Backup Plan
Primary Jobs Auxiliary Jobs Restore Failaver Plans
BACKLUP & REPLICATION Q) Type in on sbject name to search for
E} Instant Recoven (1) MAME L TVPE OBJECTS STATUS LAST RESULT  MEXT RUM TARGET
4 T Jobs ﬁsﬂurcehatkup Whiware Back.. 1 Stapped Success <not scheduled» source
pei
= W
P i EACET—
& Disk
a [@ Last 24 hours
ﬁﬁunning[‘l]
@Success
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14. Enter the name for the backup job, and click Next.

Name
= Type in a name and description for this backup job.

N amme:
) . Isnurcehackud I
Virtual Machines
Description:
Storage Crealed by DMA-SERYER 1 \Administrator at 3/2/2016 1.17 AM

Guest Processing

Schedule

Surnmary

| < Previous |I Mext > I| Finish || Cancel |

15. For the backup, select one or more virtual machines, data stores, resource pools, vApps, SCVYMM
clusters, and so on, as needed, and then click Add.

Yirtual Mac|
= Select virtual at autornatically changes
m as you add n Select objects:

4 fEi Hosts and Clusters

Narme 4 FiF 10.250.240.226
[ |§|§| Hyd-Datacenter Add. .
I+ E|§| Production Whiz Femave
Storage I+ |§|§| SAM

2 |§|§| Template

4 |§|§| veeanm-test

Schedule a4 H 1025021325

b (4 VitualLab
EII_‘? dma-rhel7-v1

. Exclusions...
Guest Proceszing

Summary ¥ Down

D’ﬁ? drna-gerver]
D'_'? ramtej-wl2-v1

Recalculate

=
-

Total size:
’m 0.0 KB
I aad N[ cance | o Cancel |
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16. Select the DR Series system container share as the Backup Repository for this job, and click
Advanced.
New Backup Job =

Storage
= Specify processing proxy server to be uged for source data retrieval, backup repository to store the backup files produced by this
m job and customize advanced job zettings if required.

Mame Backup prosy:
|Aulomatic selection | | Chooze..
irtual Machines
s B ackup repositary:
zource [Created by DMA-SERVER1\Administrator at 3/2/2016 1:09 AM.) w
Guest Processin e —
2 = FGOTEfreeof 78 THE Map backup
Schedule
Retention policy
Summary Restare points to keesp on disk: ERE i )

[] Configure secondary destinations for this job

Copy backups produced by this job ta another backup repositam, or to tape. Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.

Advanced job zettings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

< Previous | | Mext = Cancel

17. On the Backup tab, ensure Incremental is selected.
Advanced Settings -

Storage
Specify pr Backup Maintenancel Storage INotifications I wSphere I Integration I 1z up filez produced by this
= m job and cu

Backup mode

.l

) Reverse incremental [slower)
Increments are injectad inta the full Backup filz, so that the latest
backup file iz always: a full backup of the maost recent ¥ state.
Elncremental [recommended)

Increments are saved inta new files dependent on previous files in the EI
chain. Best for backup targets with poor random |/0 perfarmance.

M arne

irtual Machines
Storage

Guest Proceszing

[] Create synthetic full backups periodically Days... Ehup
Scheduls

Tranztom previous backup chains into rollbacks
Surnmary

dctive full backup

Create active full backups periodically Best practices
em being off-site.

) Monthly o | First M onday Maonths...

@ Weekly on selected daps:

o] [ rea |
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Note: Dell recommends that you enable Active Full backups once a week. The active full backup
produces a full backup of a VM just as if you are running the backup job for the first time. The active full
backup resets the chain of increments: all subsequent increments use the latest active full backup as a
new starting point. A previously used full backup file remains on disk until it is automatically deleted
according to the backup retention policy.

18. On the Storage tab, do the following:
a. Under Deduplication, select Enable inline data deduplication.
b. Under Compression, set the Level to None.
c. Under Storage optimizations, set Optimization to LOCAL target.

_ x
Advanced Settings - I—I
Storage
I: “—1 Specify pri Backup | Maintenance | Storage | Motifications | vSphere | Integration | | €1 * up files produced by this
job and cu
D ata reduction
. Enable inline data deduplication [recommended]
ame .
Exclude swap file blocks [recommended) :I
003E...
Yirtual Machines Exclude deleted file blocks [recommended)
g Compreszion level:
t
e INone I W | -
Guest Processing Dizabling compression reduces performance due to increased amount of
data that must be transferred to the target storage. Ekup
Schadule Storage optimization:
| Local target W |
Summary Eest performance at the cost of lower deduplication ratio and larger

incremental backups. Recommended for direct-attached storage.

Encrpption
] Enable backup file encryption Best practices
em being off-zite.
Add...
! M anage passwords
Save &z Default I 0F. I | Cancel |

Note: For Advanced Settings, between backup performance and deduplication savings, if overall
space/storage savings is the focus, Dell recommends that you select the options for all of the backup
jobs.

Generally, Dell recommends turning off encryption, compression, and deduplication settings. However,
with Veeam, Dell recommends that you enable deduplication. Veeam runs deduplication for data block
sizes 512 KB or above, and deduplication of these large block sizes does not heavily impact DR Series
duplication results. In addition, this reduces network bandwidth utilization when Veeam sends data to the
DR Series system, so it benefits the backup practice overall.
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19. Click Next.

Guest Processing
= Chooge guest 05 processing options available for unning Whis.

Mame [] Enable application-aware processing
Quiezces applications uzing Microzoft WSS to ensure tranzactional consistency, performs
Virtual Machines tranzaction logs processing, and prepares applicatiore-zpecific Y55 restare procedure,

Customize application handling options for individual Wiz and applications Applications.
["] Enable guest file spstem indexing

_ Creates catalog of guest files to enable browsing, zearching and 1-click restores of individual files.

Indexing iz optional, and iz not required to perform instant file level recoveries.

Schedule Customize advanced guest file spstem indexing options for individual Wiz
Surmmary Guest 05 credentials
][ Add.

b anage accounts

Customize guest 05 credentialz for individual Wis and operating systems Credentialz..

Guest interaction prosy:

Storage

Autamnatic selection || Chooge... |

| < Prevvious | | MNext » | | Finish | | Cancel |

20. Schedule the backup and click Create.

Schedule
%l Specify the job scheduling options. If pou do not set the schedule, the job will need to be controlled marnually.

MHame ] Bun the job automatically
® Daily at this time: |1D:DD P | |Ever_l,lda_l,l v| | Days... |

Wirtual Machines

Storage O Morthly at this time: |1D:DD Pt | |F0urth V| |Saturda_l,l V| | Manths. . |

O Perindically eveny: |1 v| |H0urs v| | Schedule... |

Guest Processing

O after thiz job: | weifzl [Created by TESTAD \administrator at 241742015 4:05 ak] v |

Surnmary Avtomatic retry

Fietry falled Wiz proceszing: times

Walt before each retry attempt for: minutes

B ackup window

[] Teminate job if it exceeds allowed backup window

If the job does naot complets within allocated backup window, it will be
terminated to prevent shapshot commit duning production hours,

< Previous || LCreate || Firizh || Cancel |
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21. Click Finish.

Summary
= The job’s setings have been saved successfully, Click Finish to exit the wizard,

Mame Surmmary:
. . M ame: sourcebackup
Wirtual Machines Target Path: 4\10.250.241.231\s0urce
Type: Yhdware Backup
Storage Source ikems;

drna-thel7-v1 [10.250. 240.226]

Guest Processing Command ling to start the job on backup server:
"C:vProgram FileseeamhB ackup and Replication®B ackuphYeeam. B ackup.anager.exe' backup

Schedule 1d1b8598-c4a7-41a0-b342-1359acE554d

[ Fiur the job when | click Finish

| < Previous | | Mext > | | Finigh | | Cancel |

22. To run the backup manually, right-click the configured backup job, and select Start.

VEEAN
=5 HOME VIEW JoB
BESS WL egeX
=l =] ulll 5 =]
Start Stop Retry Active | Statistics Report | Edit Clone Disable Delete
Full
Job Control Details Manage Job
BACKUP & REPLICATION Q Tupe in an object nowme to search for
E2, Instant Recovery (1) HAME 4 TVPE OBJECTS STATUS LASTRESULT  MEXT RUM TARGET
4 %Jobs @ sourcebackup Whitware Start Stopped Success <not scheduled» source
2 Back ]
{Z Backin 5 Step
4 Eé;Backups .
v e Retry
= Disk .
4 [@Lasl 24 hours éﬁ Active Full
[*} Running (1) [l Statistics
@Success Repart
Disable
@ Clone
ﬁ Delete
7 Edit
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29

Setting up DR Series native replication and restore from a
replication target container

Building a replication relationship between DR Series systems

23. Create a target container on the target DR Series system.

WLL DR4000

-
Containers
B Global View
B Dashboard
Alerts
Events Containers
Health
Usage
Container Statistics

administrator (Log out) | Help

Replication Statistics I rep-target

Create | | |
Number of Containers: 3 Container Path: /containers
Files Marker Type Access Protocol Enabled Replication Select
backup 16020 Auto NFS, CIFS Mot Configured
My_container_backup 0 Auto NFS, CIFS Not Configured
0 Auto NFS, CIFS Mot Configured I

Storage
.-Containers
Replication
=
Clients
Schedules
System Configuration
Support

Copyright @ 2011 - 2015 Dell Inc. All rights reserved.

24. On the source DR Series system, in the left navigation area, go to Storage > Replication, and then
click the Create link at the top of the page.

ML DR4100-VM

edwinz-sw-01.ocarina.local

B Global View

B - Dashboard
Alerts
=
Health

Replication

Local Container Name

Enis

Schedules
System Configuration
Support

Copyright ® 2011 - 2013 Dell Inc. All rights resenved.
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25. Select a local container as the source container. Then, select Container from remote system,

enter the target DR Series system related information, click Retrieve Containers, select a
populated target container from the list, and click Create Replication.

Edit Replication - ( swsys-06 : source = swsys-54 : target = Not Configured )

NOTE: Only the bandwidth, encryption settings and remote container's IP address/host name ("Feer System”) can be changed, or adding a Cascaded Replica container

* = required fields
Source container Replica Container Cascaded Replica Container (Optional)
Select container from local system Select container from local system Selectcontainer from local system
source v ner v r v
Select container from remote system Select container from remote system ® Selectcontainer from remote system
Username: ? Username’: ? Username™: ?
Passwaord”: Passward™: Password™:
Remota System”: ? Remote System”: |swsys-54 testad.ocarina.local ? Remote System”: ?
Refrieve Remote Container(s) Retrieve Remote Container(s) Retrieve Remote Container(s)
- NIA - v target v - NIA - v
Source Container = Replica Container Replica = Cascaded Replica Container
Encryption: '® None 128 bit 256 bit Encryption: '® None 128 bit 256 bit
Bandwidth Speed Rata: Bandwidth Speed Rata:
* Default (not limited) ® Default (not limited)
Kbps Mbps Gbps Kbps Mbps Gbps

Cancel Save Replication

26. Verify that the replication is created successfully, and make sure the Status checkbox is marked for

the replication session.

root (Log out) | Help

: Replication Create |
Global View
Dashboard
Alerts | Message
Events » Successfully added replication for container 'source’ - "target'.
Health E
Usage « NOTE: Replication connection(s) are being established. Information updates may be briefly delayed until the

Container Staistics connection is completed.

Replication Statistics .
Number of Replications: 1

Storage
: Containers Source Container Status  Replica Container Status Cascaded Replica Container
_Replication helf1 dr4 300-jd5f42
: n e-she i ar -jd
Encryption source target Nat Configured
Clients
Schedules * Local container(s) in bold.
System Configuration
Support
Copyright @ 2011 - 2015 Dell Inc. Al rights reserved.

NOTE:

Select

- Make sure the replication session has a Peer Status as Online if restore from replication target is

needed,
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- Make sure the replication is in an INSYNC state from Replication Statistics menu, and Stop or Delete
the replication.

- Make sure the replication target has CIFS/NFS connection(s) enabled when restoring from it.

3.2 Restoring data from a target DR Series system

Note: Before restoring from a target DR Series system, make sure that the replication session state is
INSYNC on the DR Series system GUI Replication Statistics menu. Stop or Delete the replication session,
and make sure that the target DR Series system container has the CIFS/NFS connection(s) enabled.

1. Add the target DR Series system container to the Veeam repository. For instructions, see the
section, “Setting up Veeam.”

2. Update all backup jobs that use the source DR Series system container as a repository, and change
them to use the target DR Series system container as the backup repository.

3. Under Backup & Replication, click Restore to create a restore job. Select the appropriate Restore
from backup option.

VEEAM BACKUP AND REPLICATION

v 8 2xenal @

Backup Replication Backup VM  File [Restore lmport  Failover

Job Joh Copy Copy Copy backup Plan
Primary Jobs Auxiliary Jobs Restore Failover Plans
BACKLIP & REPLICATION Q Type in an sbisct nome to ssarch for
4 G Jabs MAME 4 TVPE OBJECTS STATUS LAST RESULT  MEXT RUN TARGET
2 Back -

42 Backup B} sourcebackup Restore Wizard -ce
4 2 Backups

él Disk. Restore Options 1.
4 f;\ Last 24 hours What would you ke to do? *

[ Success _

L]
[ ] )
=ﬁ Restore from backup . FRiestore from replica
= — =

O Instant M recover

) Failover to replica

p lanned failover
Wi haid disks () Failback to production
O WM files (VMDK, Vi) ) Guest files [windows]
) Guest files Pwindows) ) Guest files [other 05)
O Guest files [other 05) O Application items

O Application items

EE BACKUP & REPLICATION < Bark

(s Bckup INFRASTRUCTURE

VIRTUAL MACHINES
(15 STORASE INFRASTRUCTURE

TAPE IMFRASTRUCTLIRE

@ FILES
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4. Click Add VM and select "From backup”. Select the VM to be restored and click Add.

Select vitual machine: ) )
britainers from live
Joh narme |aszt restare poink 4 %nt Flgstore painks cont
4 sourcebackup 242016 1:25:54 Ak 1
57 dmarthel 71 lesz than a dap ago [1:2... 1

Pairt...

Remove

Ej' Type in an object name to search for

Il Cancel |
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5. Select the Restore Mode and click Next.

Restore Mode

Specify whether zelected Whis zhould be restored back to the original location, or to a new location or with different settings.

irtual Machines ) Restore to the original location

Quickly initiate restore of selected Wiz to the onginal location, and with the oniginal name
and gettings. Thig option minimizes the chance of uger input emor.

Hast Restore to a new location. or with different settings

Customize restored Y location, and change its gettings. The wizard will automatically
Bezource Pool populate all contrals with the aniginal Yk settings as the default settings.

[atastare Pick prosy to use
Folder
Metwork

Reazon
[ Restore WM tags

Select this aption to restore ¥ tags that were assigned ta the Y when backup was taken.
[ Quick rallback [restore changed blocks anly)

Alloves for quick WM recovery in case of guest 05 software problem, or user emor. Do not use thiz
option when recovering from dizaster cauzed by hardware or storage izsue, or power logs.

< Previous I Mext > Il Finizh || Cancel

Sunmary

6. Provide the Host details as needed, and click Next.

Host

By default, original host iz selected az restore destination for each Y. You can change host by selecting desired Y and
clicking Hozt. Use muli-eelect [Chil-click and Shift-click) to select mulbiple Wz at once.

irtual M achines W location:
RETE Hoszt
etz Lot [5G dma-thel7 1 E 1025021325

Resource Poal
Dakastone
Folder

M etwacrk
Reazon

Summary

Select multiple WMs and click Host to apply changes in bulk.

< Previous |I Mexst > Il Finish || Cancel
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7. Select the resource Pool and click Next.

Resource Pool

By default, original rezource pool iz selected az restore destination for eack Wi, *'ou can change resource pool by selecting
deszired %M and clicking Pool. Use multi-select [Chl-click and Shift-click] ta select multiple iz at once.

Wirtual Machines W resource pool
Mame Resource Pool
=iz bileks |:'_'|__I dra-thel7-w1 G Rezources

Hiost

D atastore
Faolder

T etwark,
Reason

Surnrmary

Select multiple WM s and click Pool to apply chatiges in bulk.
< Previous I Mext » Il Finizh | | Cancel |

8. Select the datastore and disk type, and click Next.

Datastore

By default, ariginal datastore and dizk type are zelected for each WM file. Y'ou can change them by selecting desired VM file, and
clicking D atastore or Disk Tepe, Uze multi-zelect [Chl-click and Shift-click] to select multiple Wiz at once.

Wirtual Machines Files location;
File Size D atastore Disk type
Restore Maode P D'T']dma-rhel?-ﬂ
Hast |':_‘|—_| Configuration files datastore] [E16.9 GE free]
EHard disk 1 [dma.. 16800 ... datastorel [E16.9 GE free] Same az zource

Resource Pool

Falder
Metwark,
Feazon

Summary

Select multiple Vs to apply settings in bulk. | Datastare. . | | Dizk Type... |

< Previouz I Memt = I| Firizh || Cahicel |
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9. Enter the new name for the restored VM and click Next.
Full VM Restore Wizard 5

Folder

By default, original ¥'M folder is selected as restore destination for each VM, Y'ou can change folder by selecting desired WM and
clicking Falder. Use multi-select (Chrl-click and Shift-click) to select multiple Yk s at once.

Yirtual M achines

[
Restare Mode iscovered witual ma...
Specify how selected W name should be changed:
Huost
Set name to:

Resource Poal |dma-rhel?-v1
D atastore [v] &dd prefis;

|new_
Ntk [ Add suffie:

|_restored
Reazon
Sumiary

Select multiple Wz to apply settings change in bulk.

| < Previous || Met > I| Finigh || Cancel |

10. Select the network location and click Next.

Network

By default, regtored Wi iz connected to the same vittual nebworks as the onginal M. [ you are restoring to a different location,
specify how ariginal lacation's networks map to new location's netwarks.

Virtual Machines Metwork connections:

Source Target
Restare Mode P |'—__||Tldma-rhel?-v‘|
Host I%,\-"M Metwork Whd Metwork

Resource Pool
Datastore
Falder

Reason

Summarny

Select multiple YWz to apply settings change in bulk. | Metwork... | | Dizconnected |

< Previous I Mest > I| Finizh || Cancel |
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11. Enter text that describes the reason for the restore and click Next.

I_I Reason

Type in the reason for perfarming thiz restore operation. Thiz information will be logged in the restore sessions hiztory for later
reference.

Virtual Machines Restore reason:

Restore Mode
Huost
Resource Pool
[ atastare
Falder
Metwork

Summary

[ Do not show me this page again

< Previous || Ne_:-:t> I| Finizh | | Cancel

12. Click Finish.

Summary

Flease rewiew the restore zettings before continuing. The restare process will being after pou click Finish, Mavigate to the
corresponding restore session under History node to mokitor the progress.

Virtual Machines Summary:

Prosy: Automatic selection
Restore Mode
Original ¥m name: dma-rhel?-+1

Hast e WM namne: new_dma-helf-1_restored

Fiestare point: less than a day ago (1:27 AM Wednezday 3/2/201E)
Target host: 10.250.213.256

Target rezource pool; Resources

Target WM falder: Dizcovered wirtual machine

Rezource Poal

Datastore Target datastore: datastorel
Metwark mapping:

Folder W Metwork > W Nebwork

M etwark

Feazon

[w] Power onh after restaring

< Previous | | Mt = || Finish I| Cancel
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13. After the restore job has been created, you can run the job and monitor it from the Backup &

Replication menu.
VM Restore -

Wi narne: dma-rhel7-¥1 Status: Success
Restore type: Full Wi Restare Start time:  342/2016 31540 Akd
Initiated by DMA-SERVERT\Adminiztrator Endtime:  3/2/20016 3:34:04 AM

Statistics | Reason | F'arametersl Log |

Mezzage Diuration |~
Uszing source prosy Whdware Backup Prosy [hotadd]
E fileg to restore [160.0 GE]
Fiestoring [datastore1] new_dma-thel7-v1_restored/dma-thel7-1.vrms 0:00:02
Fiestoring file drma-rhel7-»1 vmaf (0.4 KB 0:00:Mm
Restaring file dma-thel7-w1 rwram [8.5 KB 00001
Reqizterng restored Wi on hogt; 100.250.213.25, pool: Resources, folder: Discovere... o7 |
Preparing for virtual disks restore o.oos0 | S
Fiestoring Hard disk 1 [160.0 GB): 24.8 GB restored at 38 MB/s 0:11:08
Powering on restored Y 00005
Restore completed succeszsfully "

Cloze
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Using Veeam Instant VM Recovery with the DR Series
system

Veeam'’s Instant VM Recovery immediately restores a virtual machine (VM) back into your production
environment by running it directly from the backup file.

Instant VM Recovery uses patented vPower® technology to mount a VM image to a production VMware
vSphere or Microsoft Hyper-V host directly from a compressed and deduplicated backup file.

By default, all changes to virtual disks that take place while the VM is running are logged to auxiliary redo
logs residing on the NFS server (Veeam backup server or backup repository). These changes are discarded
as soon as a restored VM is removed, or they are merged with the original VM data when VM recovery is
finalized, that is, when VM is migrated back to production storage.

The Veeam vPower NFS service is a Windows service that runs on a windows backup repository server and
enables it to act as an NFS server.

Instant Recovery for ESX VM backups

1. To enable instant recovery for ESX VM backups, do the following:

a. Create a backup job for the required VM as described previously in Section 3 with the only

difference being to set the vPower NFS Datastore in the vPower NFS tab.

b. On the vPower NFS tab, select the checkbox, Enable vPower NFS Server, and select the
appropriate folder as the NFS Datastore. You can configure the NFS Datastore on a different
Windows server if required. This is done by selecting the drop down and adding the host and
associated credentials. Click Next.

Edit Backup Repository -

- + vPower NFS

5
; Specify vPower MFS zettingz. vPower MFS enables running virtual machines directly from backup files, allowing for advanced
; functionality such as Instant Wi Recovery, SureBackup, on-demand sandbox, U-4IFR and multi-05 file level restore.

Mame wPower NFS

Toe Enable vPower MFS server [recommended)

Share | This server v |
. Specify vPower MFS root folder. Wiite cache will be stored in this folder. Make sure the

Repositary zelected volume has at least 10GE of free disk space available.

wPawer NFS Folder: |~ lveeam? | | Browse... |

Review

Apply

Click kanage to change vPower MFS management port
Click Ports to change vPower MFS service ports
< Previous | | Mest > | | Finizh | | Cancel |
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2. To perform the instant recovery, click the Restore Wizard option.
Select the VMware option and then select Instant VM recovery.

Restore Options
What would you like ta da? @

Restare from backup Restare from replica

®) Instant WM recoveny () Failover to replica

() Entire WM [including registration) () Planned failover
() WM hard disks () Faiback to praduction
(2 WM files [WMDK, W) ) Guest files [Windows]
O Guest files Mwindows) () Guest files [ather 05)
) Guest files [other 05) () Application items

() Application items

| < Back || Mext > || Cancel

3. Select the Virtual Machine to be recovered and click Next.

¥irtual Machine
=’ Chooze the wirtual maching you want to recover.
=1
o —
—
_ Wi to recover: dma-rhel7-+1
. Job name Last restore point Wi count Restore points count
Restore Point
4 |$_:2| sourcebackup 22016 1: 2354 AM 1
Recovery Mode [ddmarhelF+1  lessthan a day ago [1:2.. 1
Restore Reason
Ready to Apply
Recovern
Th- Tupei by il
Ca~ Trpein an object nome to sear far Q
| < Previous | Mest » |I| Firizh | | Cancel |
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4. At the Restore point step, select the point to which you want to restore the VM and then click
Next.

Restore Point

=’ Chooze restore point pou want to recover the zelected virtual machine to.
—

Wirtual Machine Wi name:  dma-rhel?-¥1 Original host:  10.250.240.226
Recovery Mode Available restare points:

Created Type
Restore Reason | (% less than a day ago [1:27 &M Wednesday 3/2/201F) Full |

Feady to Apply

Recovery

| Finish | | Cancel |

5. At the Restore Mode step, select the option, Restore to a new location, or with different settings,
and then click Next.

% Restore Mode

Wirtual M achine () Restore to the original location

. Quickly initiate restore of zelected WMz to the original location, and with the original name
Restore Point and zettingz. Thiz option minimizes the chance of user input eror.

® Restore to a new location, or with different settings
Customize restored Wh location, and change its zettings. The wizard will automatically
Destination populate all controls with the onginal Wi settings az the default settings.
D atastore
Festore FReazon

Feady to Apply

Fecowvery

< Previous | | Mest > | | Finizh | | Cancel
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6. At the Destination step, do the following:

a.

b.
C.
d

Select the ESX(i) host on which the VM should be restored instantly.
In the Resource pool box, select the resource pool to which the restored VM should belong.
In the Restored VM name field, add the _restored suffix to the VM name.
Click Next.
Destination
= Choose ESX zerver to n the recovered virtual machine on. Y'ou can chooze to power on Wk automatically, unless you need to
E_’ adjust Vi zettings first [such as change Wi network).
Yirbual Machine Host:
[10.250213.25 | [ choose.. |
Restore Paint
Wit folder:
Recovery Mode |Disco\-’ered virtual machine || Choose... |
Datastore dmarthel7-v1_IF)| |
ezource pool.  Hesourced
Restore Reason P G Fesouces
Feady to &pply G VirtualLab
Fecoverny
< Previous |I Mext » |I| Finizh | | Cancel
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7. On the Datastore tab, ensure the Redirect virtual disk updates check box is not selected, and click

Next. This will let you use Storage vMotion to migrate the VM to production after the VM is
recovered from the backup.

Instant Recovery -

Datastore

b By default, virtual disk changes of recovered Wi are stored on vPower MFS server. You can redirect these changes to a
% different datastore. Thiz improves /0 performance, but prevents Storage Yhaotion on +Sphere wersions prior to wSphere 5.0

Wirtual Machine [] Redirect vitual disk updates
Restore Point - -

Click Chooze to pick the datastore
Restore Mode
Destination
D atastore
Restore Reason

Ready to Apply

Fecovemn

| < Previouz | | Mext > |

8. Select the checkboxes Connect VM to network and Power on VM automatically, and then click
Next.

Instant Recovery -
Ready to Apply
_= Fleaze review the provided settings.
E—

Virual Machine Instant recoveny settings:

Restore Point Y dma-thel?-+1, backed up less than a day ago
Recovery Made Host: 10.250.213.25
D atastore: Dizabled
Destination Hew WM rame: dma-thel7-v1_IR
Datastare

After you click Next, the selected WM will be instantly recovered inta your production environment.
To finalize the recovery, use Storage Wi otion to move running %M to the production storage.

Restore Reazon Alteratively. vou can perform cold VM migration during your nest maintenance window.

Fieady ta Apply If wou are performing manual recovery testing, rememnber to changs Y network bo noreproduction
before powering on the Vi,

Fecovery

Make sure ariginal server is powered off. Recovering server into production netwark with
! original server still running may affect some applications.

onnect WM to network

ower o Wh automatically

< Previous I| et > I
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9. Click Finish to start the Instant VM Recovery

Instant Recovery -
Recovery
=’ Flease wait while Wi recovery iz performed.
E==
Virtual Machine Log:
. Meszage Diuration
Restore Poirt Starting W dma-thel7-1_IR recovery
Connecting to host 10.250.213.25 0:00:09
Recovery Mode T .
Checking if vPower MFS datastore iz mounted on host 00046
Diestination Locking backup file
Fublishing /4 00010
D atastore Updating WM configuration
Checking free disk space available to vPower NFS zerver.
fiestoelhisason Registering i 0:00:46
Ready to Apply F'ower.lng on \{M . 0:00:03
Updating session histary
Fiecavery dma-thel7-+1_IR has been recovered successfully
‘Wwiaiting for uzer to start migration

10. Open the vSphere client and make sure that the restored VM is started on the ESX host you

selected.
Fie Edit View Inventory Administration Plugdns Help
B |'E) Home b g Inventory b [l Hosts and Clusters ‘@- EY
nir o6 G B o @ e
= [ vmvel.vmlab local Windows 2008 Web 1
= [y vmiab primary » _ ) -
o @ vmesilvmiab.jacal | Getting Started | Summary | Resource Allocation | Performance | Tasks & Events | Alarms  [EEIEER Permissions | Maps | Storage Views
@ Web1
@& Web2

B 5 vmve2.vmiab local
B [y vmiab secondary
B [@ vmesxi2.vmiab.local
2 @ Web 1 Recovered
{5 Windows 2008 Web 1
= @ Web 2 Recovered
G Windows 2008 Web 2

Press CTRL + ALT + DELETE to log on

Recent Tasks Name, Target or Status contains: + [ Clear X

Name | Target | Status | Details | mitiated by | vCenter Server | Requested Start Ti...~ | Start Time | Completed Time |
@ Failover Recovery Flan if vmvc2vmlabl.. @ Completed Administrator () vmvcZwmlabl.. 11/05/20127:24:28...  11/05/2012 7:24:26 ... 11/05/2012 7:37:51 ..

99 Tasks @ Alarms | [2 vCenter Server licenses expire in 30 days [WMLAB\administrator

T:42PM

) L}
© wEiv.‘sEadm ifdRBRE R om
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11. In Veeam Backup & Replication, open the Backup & Replication view, select the Instant Recovery
node in the inventory pane, and make sure that the Instant VM Recovery session is available and
mounted.

VEEAM BACKUP AND REPLICATION

INSTANT VM RECOVERY

R

Migratete OpenVM  Stop Properties
Production Console Publishing

Actions Properties

BACKIP & REPLICATION Wi MAME HOST STATUS RESTORE POINT BACKUP NAME
E:I drma-rhel7-v1_IR 10.250.213.25 Mounted 322016 1:27:12 AM sourcebackup
£} Instant Recovesy (1)
4 T dobs
QFIE Backup
r Eé— Backups
¥ Disk
4[5 Last 24 hows

[*} Running (1)
@ Success

4.2 Instant Recovery with Hyper-V Server

1. To enable Instant Recovery for HyperV VM backups, do the following:
a. Create a backup job for the required VM as described previously in Section 3 with the only
difference being to set the vPower NFS Datastore option in the “"vPower NFS”" tab.
b. On the vPower NFS tab, select the checkbox, Enable vPower NFS Server.

Note: You do not have to provide a folder for the NFS Datastore. In Hyper-V server, cached data is
directly stored at the Hyper-V server’s datastore location and not to the NFS data store path.
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=+ vPower NF5
Specify vPower NFS settings. vPawer NFS enables running virtual machines directly from backup files, allowing for advanced
functionality such as Instant Wi Recovery, SureB ackup, on-demand sandbox, U-81R and multi-05 file level restare.

Mame vPower NFS

Toe [+ Enable vPower MFS server [recommended)

oh |This FEMVEr
are

Specify vPower MFS root folder. ‘Wiite cache will be stored in this folder. Make sure the

Repositary zelected volume has at least 10GE of free disk space available.

Folder: |~ [veeams || Browse... |

Review

Apply

Click kanage to change vPower NFS management port

Click Ports ta change vPower NFS service ports

| < Previous | | Mest » | | Finish | | Cancel

2. To perform Instant Recovery, on the Veeam console, click the Restore Wizard option, select
Hyper-V and then select Instant VM recovery.

Restore Options
Wwhat would pou like to do?

m Restore from backup Festare from replica

O Instant WM recovery () Failover ta replica

® Erttire WM (including registration) ) Plarned failover

O WM hard dizks () Faiback to production
) i Files PYMDE, Whis) O Guest files [windaws)
O Guest files [windaows) ) Guest filez [other 05)
O Guest files (ather 05) O application iterns

O application iterms

| ¢ Back || Mext = || Cancel
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3. Select the Virtual Machine to be recovered.

Select virtual machine:

Job name Last restare point Wi count
I & hypery 943042015 2:0253 AM 1
b 2 hyperv212.175 10/6/2015 5:00:53 PM 1

Festore points count

Type in an object name to search for p|

[ add || cancel |

.:EI

4. Add the VM which need to be recovered.

¥irtual Machines

Select vitual machines to be restored. You can add individual virtual machines from backup files, or containers from live
enviranment [containers will be automatically expanded ta plain list).

Virtual machines to restare:

|p Fyppe i1 a Wil nama for srstant iookuo |

Recoveny Maode

Mame Size  Restore point Add Wi
Reason 2 PRAVINZK1ZRZ2 1B.8GE 943042015 Wednesday 2:05 AM

< Previous | | Mewst > | | Firiish
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5. At the Restore Mode step, select Restore to a new location, or with different settings, and then
click Next.

% Restore Mode

Wirkual M achine () Restore to the original location

Quickly initiate restore of gelected VM3 to the original location, and with the original name

Restore Point and settings. This option minimizes the chance of user input eror.

® Restore to a new location, or with different settings

Cugtomize restored VWM location, and change ite gettings. The wizard will automatically
Destination populate all controls with the original Wi settings az the default settings.

D atastore
Restore Reazon
Feady to Apply

Recovery

| < Previous | | Mest > | | Finizh | | Cancel

6. Select the Host to which to recover the VM.

Hosk

Select the host bo recover WM to,

Yirtual Machines W location:

Mame Host Cluster Resource

Recavery Mode S PREVINZKIZRZ B 10.250.208.73

D atastore
Metwirk,
Mame
Reazon

Surnrnary

Select multiple Wks and click Host to apply changes in bulk, Hogt... | | Rezournce. ., |

¢ Previous || Mext > || Cancel |
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7. Atthe Datastore step, provide the details of cache data that need to be stored.

E3
Datastore
Select the walurmg Folders:
g; ‘i 10.250.208.73

[ Local Disk [C:]

irtual Machines > CO-ROM [D:]

I gy Femovable E:)
Recovery Mode b=y WM Storage (2]

Huost
tor, TESTADDesktop
M etwork,
M ame
Reason

Summary

|[E.'; Tope in fie path fo foldes |
T

Finizh || Cancel |

8. Enter the details of the path where VM cache data is stored.

Datastore
i 'i Select the volumes where Wi configuration and virtual dizks files should be ultimately restored to.

Wirtual Machines Files location:
File Size Path
Recovery Mode 4 3 PRAVINZKIZR2
Host ﬂ Configuration files C:AUzershadministrator, TES TAD D esktophfull
|ﬁF‘HA\!IN2K12H2.Vhd 188 GE  C:MJszershadministrator TESTADAD esktophful |

Metwork
Mame
Reazon

Summary

Select multiple ¥z and click Path to apply changes in bulk.

< Previous | | MHest » | | Finizh | | Caticel |
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9. Select the Virtual Networks that map to each other between the original and new VM locations.

Network
i |'i Select how wirtual networks map to each other between onginal and new Vi locations.

Wirtual Machines Metwork connections:

Source Target
4 3 PRAVINZE1ZR2
Host @_Virtual Switch I Wirtual Swikch 1

Recovery Mode

D atastare

M ame

Reazan

Surmmary

Select multiple WMz to apply settings change in bulk. | MHetwark... | | Dizconnected |

| < Previous || MHext > || Finizh || Cancel |

10. In the Restored VM name field, add the _restored suffix to the VM name.

Name
i 'i Specify the news virtual machine narne, and whether pou would like unigue identifier preserved.

Wirtual M achines Wirtual machines:

MHame Mew Marme Wi UID
|2 PRa&VINZKIZRZ 2 PRAVINZKIZRZ restored  Create new

Fecavern Mode
Hozt
Datastore

M ebwiork

Reazan

Summary

Select multiple M3 to apply settings chanae in bulk. | Mame... | | Wi JUID... |

< Previous | | MHext » | | Fimizh | | Cancel |
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11. Click Finish to start the recovery.

Instant ¥M Recovery -
Summary
II } “ou can copy thiz configuration infarmation for the future reference.
Yirtual Machines Summary:
Qriginal Wk name: PRAVINZET2R2
Fecovery Mode Target Wi name: PRAVIMN2K12R2_restored
Target host: 10.250.208.73
Huost
Datastore
MNetwork
Marme
Reazon
Sunmnary

Poweer on Vi after restoring

Cren] o]

12. Open the Hyper-v Client and make sure that the restored VM is started on the host you selected.
_ ¥ PRAVINZE | RZ on Incalhast - Virtual Machine Connection e

| Ve, Weh Help Fi Adion Meds Cipbosd Y Help
I == 8 “F @@ 9| 1l
oL -

£ Manages -

TR IWEEW

§ vy Press Ctri+Alt+Delete to sign in.
# NBU_RAGHU Funnng
i NVBU-RAGHU Funnng

# NW-RALHU Funnng
A PRAVINSEHL o

E FRAVINZKIZRE Runmmna

4.3/
Wednesday, October 28

ol
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13. In Veeam Backup & Replication, open the Backup & Replication view, select the Instant Recovery
node in the inventory pane and make sure that the Instant VM Recovery session is available and
mounted.

RECOVERY TOOLS VEEAM BACKUP AND REPLICATION

INSTANT WM RECOVERY

BB X
=] —&—

Migrateto OpenVM  Stop | Properties
Production Console Publishing

Actions Properties

Wi NAME HOST STATUS RESTORE POINT BACKUP NANME

BACKUP & REPLICATION
E] drna-rhel7-w1_IR 10.250.213.25 Mounted 34272016 1:27:12 AM sourcebackup

E. Instant Recovery (1)

4 T Jobs

4 Backup
4 [ Backups

=¥, Disk
4 [ Last 24 hours

ﬂ Running [1)

[&5 Success

Finalizing Instant VM Recovery

After Instant VM recovery is successfully completed, you can do one of the following:

e Migrate VM to production — Use this scenario if you have recovered a failed VM to the production
ESX(i) host and want to permanently move the VM files to production storage.

o Terminate the Instant VM recovery session — Use this scenario if you have recovered a VM for
testing purpose and want to power it off and remove after testing is completed.

Migrating a VM to production

For VM migration, you can use VMware Storage vMotion, replicate or copy a VM to production with
Veeam Backup & Replication, or use Veeam'’s Quick Migration. When you migrate a VM to production, you
move the VM contents from the backup file to the production storage. The VM data is pulled from the
backup and consolidated with changes made to the VM (redo logs). As a result, you get the VM in the
latest state in your production environment.

To migrate a restored VM with Quick Migration, follow these steps:

1. Open the Backup & Replication view in Veeam Backup & Replication.

2. Intheinventory pane, select Instant Recovery.
3. In the working area, right-click the name of the recovered VM and select Migrate to production.
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VEEAM BACKUP AND REPLICATION

INSTANT VM RECOVERY

B WX =

Migratete OpenVM  Stop Properties
Production Console Publishing

Actions Properties

BACKUP & REPLICATION Wk NARE HOST STATUS RESTORE POINT BACKIP MNAKE
(5 drma Mounted 32206 1:2712 AM sourcebackup

[ira]

Migrate to production... I

%' Instant Recovesy (1)
4 G Jobs
E'QF_ Backup x Stop publishing
4 Eé—- Backups @
=¥ Disk
4 |_"§, Last 24 hours
E; Running[1]
@ Success

Open W consale

Properties..,

4.3.2  Terminating an Instant VM Recovery session

When you terminate an Instant VM Recovery session, the VM is unpublished from the ESX(i) host and redo
logs are cleared from the vPower NFS datastore.

To terminate the current Instant VM recovery session, follow these steps:

1. Open the Backup & Replication view in Veeam Backup & Replication.
2. Inthe Inventory pane, select Instant Recovery.
3. Inthe working area, right-click the name of the recovered VM and select Stop publishing.
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5 Creating a backup copy

The main purpose of a backup is to protect your data against disasters and VM failures. However, having
just one backup does not provide the necessary level of safety. Your primary backup may get destroyed
along with your production data, leaving you with no backup to restore from.

The backup copy job is a separate task that needs to be set apart from the backup job. Veeam Backup
Copy allows users to copy backup data to secondary storage.

Follow these steps to create a backup copy job.

1. Click the backup copy in Auxiliary jobs, enter a name of the job, and click Next.

VEEAM BACKUP AND REPLICATION

Y B |aEmN AL &
== = = = :
Backup Replication || Backup | VM File  Restore Import  Failover
Job  Job Copy fCopy Copy Backup  Plan
Primary Jobs Rulliary Jobs Restore Failover Plans
BACKUP & REPLICATION Q Tywein an object name to search for
— e | e Backsp Copydo
4 Jobs 4 sourceback w Job
2 Backup = Backup copy job effiiently creates lacal and remote copies of pour backups. making it sasy ta mairtain mulipls copies of pour
- = data. Type in a name and descriplion for the job, and specify backup copy interval
4 [ Backups
4 [ Last 28 hours ol
W[sowce backup_copy || ]
[} Running (2) itus) Machines
[3 Success Description:
[ Faied Target Created by DM&-SERVER1\Adminisator at 3/2/2016 11:42 Ph.
Data Transter
Schedule .
S [Day v] statingat [1z00eM 3]
Contiols how often backup capies are created. Backup Copy job creates & new backup file for sach
capy interval, and starts copying the mast recent restore point of each processed VM into this backup
file immediately, ar s soan & the new restore paint appears in the source backup repaskor.
EE BACKUP & REPLICATION
@E‘g BACKUP INFRASTRUCTURE <o | Mests | Feen | [ Cancel

VIRTUAL MACHINES
(5 STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

51 Fues
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2. Add the Virtual Machine from the backup Jobs.

New Backup Copy Job £

¥irtual Machines

Add wvirtual machines to the job. Consider using containers [such as backup jobs, or infraztructure folders) for dynamic selection
zcope. Mo matter how you chooze to select WMz, the job will ahwaps get Wi data from the existing backups files.

Select vitual machine:

Jaob name Last restare paint Wi count Restare pointz count

11 dma-rhel7-+1 less than a day aga (11, | |

Recalzulate

Total size:
0.0KB

Cancel

D'T‘jv Tipe in an object name to search for
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Select the backup repository, click Advanced, and then do the following:

a. Select the Storage tab.

b. Select the Compression level as None.
c. Click OK.

Edit Backup Copy Job [source_backup_copy]

Target
= _

cah use map backup functionality to seed the backup files.

Specify the target backup repositony, amount of most recent restore paints to keep, and retention policy far full backups. “You

[ x|

Jaob B ackup repositany:
. . Eackupcopy [Created by Dia-SERVERT \Administrator at 3/2/2016 11:57 Ph.) I v
Virtual M achines =
= 152TBfescf158TE M ap backup
Tamet

Advanced Settings -

| Maintenance| Storage | Motifications | Scripts |

D ata reduction
Enable inline data deduplication [recommended]
Compreszion level:

I Mane I v

Dizabling compression reduces performance due to increazed amount of
data that must be transferred to the target starage.

Encryption
] Enable backup file encryption

Add...
1 Manage passwords

OZES

ct zchedule, notifications

Mexst > | | Finish | | Cancel

Save Az Default

Cancel
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4. Select the type of data transfer and click Next.

\ l g Data Transfer
— Chooze how %M data should be transfered from source to target backup repositony.

=

Job ® Direct
) ) Wi data will be sent directly from source to target repository. This mode iz recommended for
Virtual Machings copying backups on-site, and off-site over a fast connection,
Target O Through built-in WAN accelerators
_ Wi data will be sent to target repogitony through WAN accelerators that must be deployed in both

zource and target sites. This mode provides for significant bandwidth zavings.

% chedule Source Wak accelerator:
| v

Summary

Target WM accelerator:

| Y|

< Previous | | Mext » | | Finish | | Cancel

5. Schedule the job as needed.

Schedule

-w Specify when thiz job iz allawed ta transker data over the nebwork. Backup copy jobs run continuously, starting data transfers
l:l according to copy interval and/or as the new W restore points appear.

Job Thiz job can transfer data:

®) Any time [continuously)
Yirtual Machines ) o )
() During the following time periods anly:

Target
12+ 2-4-6-8-10-12-2-4-6-8-10-12

Data Transfer
all

| Schede Sundey

Surnmary

< Previous | | Create | | Finish | | Cancel
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6. Click Finish.

Summary

-w Fieview the settings, and click Finish to zave and exit the wizard.

Job Sumnmary:

Mame: zource_backup_copy

Wirtual Machines Target Path: 410,250,241 231 \zource
Type: Wiware Backup Copy

Target Source ikerms:

dma-rthel7-+1

Data Tranzfer

Schedule

[+ Enable the job when | click Finish

< Previous | | MHext » | | Finigh | | Cancel
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7. Select the backup, right-click and select one the following operations as needed:

e Sync Now - Traditional Veeam backup copy job in which the restore points are sync’'ed from
source storage to target.

e Active Full - This added feature in Veeam 9.0 helps improve local (on-site) backup copy
performance and reduces the load on deduplication appliances by eliminating the data
rehydration required to process the backup copy job retention policy, or to create a new GFS
(Grandfather-Father-Son) restore point. Enabling this option will disable a full backup
transformation (oldest incremental backups will no longer be merged into the full backup file
for retention processing). Instead, GFS full backup files will be created by copying the most
recent VM state data from the primary backup storage in its entirety.

BACKUP COPY TOOLS VEEAM BACKUP AMD REPLICATION

VIEW BACKUP COPY

B8 Uh L OREFX

Sync Active | Statistics Report | Edit Disable Clone Delete
Now  Full

Job Control Details Edit

BACKUP & REPLICATION Q Tupe in an object name to search for

£, Instant Recovem (1) HAME + TVPE OQBJECTS STATUS LASTRESULT  MEXT RUM TARGET
4 7'3& Jobs {ﬁ source_backup_copy Whdware Back., A 1l <Continuous » sOUrCe
'QFIE Backup Sync Mow
@ Backup Copy Active Full
4 % Backups e
=¥ Disk
4[5 Last 24 hours
D"i Running 1] Disable
@ Success gg," Clone
@ Failed Delete

Statistics

BE

Report

Edit...

E

58 Setting Up the Dell™ DR Series System on Veeam | April 2016



59

Setting up the DR Series system cleaner

Performing scheduled disk space reclamation operations are recommended as a method for recovering
disk space from system containers in which files were deleted as a result of deduplication.

The cleaner runs during idle time. If your workflow does not have a sufficient amount of idle time on a
daily basis, then you should consider scheduling the cleaner to force it to run during a scheduled time.

If necessary, you can perform the procedure shown in the following screenshot to force the cleaner to
run. After all of the backup jobs are set up, the DR Series system cleaner can be scheduled. The DR Series
system cleaner should run at least 40 hours per week when backups are not taking place, and generally
after a backup job has completed.

Dell recommends scheduling the cleaner at a separate time from backup and replication jobs.

DR4000
DR4000-DKCV6S1

Help | Logout

B Dashboard
Alerts

Cleaner Schedule Schedule Cleaner

System time zone; US/Central, Mon Jan 23 15:18:49 2012

Container Day Start Time Stop Time
:Replication Sun - -
Man - -
Tue - -
Wed - -
Thu - -

Fri - -

Sat - -

siem Configuration
Metworking Note: When no schedule is set, the cleaner will run as needed

Date & Time
B Support
Dia i
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Monitoring deduplication, compression, and performance

After backup jobs have run, the DR Series system tracks capacity, storage savings, and throughput on the
DR Series system dashboard. This information is valuable in understanding the benefits of the DR Series
system.

Note: Deduplication ratios increase over time. It is not uncommon to see a 2-4x reduction (25-50% total
savings) on the initial backup. As additional full backup jobs are completed, the ratios will increase.
Backup jobs with a 12-week retention will average a 15x ratio, in most cases.

DR4000

Help | Logout

DR4000-DKCV651
Monitor Dedupe,
Compression &
Performance

Dashboard

umber of Events:

]
ra

u System State: optimal u HW State: optima

Capacity Storage Savings Throughput

Zoom: Zoom: 1h 1d 50 Im Iy 'S

Replication Physical

Compression
Schedule
Replication

Cleaner

Savings (%) MB/s

System Configuration

00 11:10 11:20 11:30 11:40 00 11:10 11:20 11:30 11:40
Time {minutes Time (minutes)
Date & Time
SI:DDCI'I Used (48.0 GB) Bl De-duplication M Read
i
. M Free (7.76 TB) Ml Compression Write

System Information

System Name:
Software Version:

.. DR4000-DKCVES1 Total Savings:

- 0.98.0.33970 Mumber of Files across all Containers:
.. Mon Jan 23 11:42:40 2012 Mumber of Containers:

Current Date/Time: .

Cleaner Status: ...

- Pending Number of Containers Replicated: .

Capacity Before Optimization:
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